Add Section and Import Function Manually

| will discuss how you add a section to your files and also how to
import function from DLL and this process useful for us in unpacking
process and put unpacking information in a new section and now we
will add 100h (256 bytes) to the program and the information of

section occupy 40 bytes so goto the last section as follows :

(ENAnchIp >F 72 73 Y2 63 00 00 00 00 3A 00 00 00 80 Oe OO
eI 00 34 00 00 00 1T 08 00 00 00 00 00 00 00 00 OOf.:....... . .ou.nn
uiEEn 00 00 00 00 40

00000340 (00 00 00 00f00 co
00000350 (00 00 00 00 4o ao
ooooose0 (00 OO0 OO OO0 00 ao

The information which especially with section rsrc as follows
VirtualAddress : 00068000h

VirtualSize : 00003A00h

RawOffset : 00061C00h

RawsSize : 00003A00h

RVA for virtual address for this section it 00068000h and this value it

total VirtualAddress + VirtualSize for the ".reloc" section and for

example if we sum it that will become like this:
00061000h + 00006108h = 00067108h

SectionAlignment = 1000h so the sum to 1000 and the result will
become 00068108 and if we use nearer ,1000 the final result will
become 00068000h and this value pertain the Virtual Address for the

"rsrc" section so we will sum the VirtualAddress and the VirtualSze
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this section to result for us VirtualAddress for the new section as

follows :
00068000h + 00003A00h = 0006BA00ON + 1000h = 0006 CA00h
After use ,1000 the final result 0006C000h and if you notice you will

RawOffset total RwaOffset + RawSize for the previous section so the

new information will become like this :

VirtualAddress : 0006C000h  ----> 00 CO 06 00
VirtualSize : 100h ---—> 0001 00 00
RawOffset : 00065600h ---—> 00 56 06 00
RawsSize : 100h ---=> 0001 00 00
Characteristics : EO0000060  ----> 60 00 00 EO

You will put the previous information in Hex Workshop as follows :

00000330 |00 00 00 00 40 DD 00 50 |41 73 6B 72 61 66 00 0OOf....@..PAhshraf..
ooooosz40(00 01 OO0 OO OO0 CO O OO OO 01 OO0 OO OO S6 06 OOf............. V..
0000035000 00 00 00 00 00 00 00 00 00 00 00 60 00 00 EOf............
00000360 |00 00 OO0 OO 00 00 00 00 OO0 00 00 00 00 00 00 00(...veenenninanns

Then paste 256 bytes end the file and change NumberOfSection to

number 9 and if you browse sections of program you will see that :

Mame WOFfzet YSize ROffzet RSize Flags

CODE noaoioon Q0057FCC noooo400 Q0053000 EOO00O0Z0
DATA, Q003000 noaoi1ic Q00s2400 Q0001 200 Co000040
BSS 000sE 000 Q0000cel noosSs00 Q00ooooo Co0ooooo
.idata n0asCoo0 Q00021eC n00sse00 Q000200 Cooooo40
i n0asFoon Qoooooo 000sES00 Q00ooooo Co0ooooo
.rdata Q00&0000 Qoo & Q00sE 200 Q0000200 B0000040
reloc n0os1000 Q00os108 000sEACO Q000200 R0000040
T2l 000&2000 Q0003400 000&1C00 Q0003400 RO000040
Azhraf 000ECO00 Q0000100 N00E5E00 Q0000100 A
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The previous form indicate to the new section which created and if we

browse the information which pertain it you will see that :

Section Flags ]

Set Flags

|| Shareable in remory
Erecutable az code

i _ Cancel |
Writeable

Containz extended relocations
Dizcardable az needed

Can't be cached

Mot pageable

O Containe COMDAT data

Contains comments or other infos
Wion't becorme part of the image

Containg executable code
Containz initialized data
|| Containz uninitialized data

[ Shouldn't be padded to next boundary
Current W alue

Aligrmment: | default ¥ | Bytes E D0000E0

Section Header

(]
M ame: Azhraf Q

Wirtualtddress: Im Cancel
Virtual3ize: lm

Rawlffset: lm

RawSize: Im

Flags: | Enoo000 [

SizeOflmage it total Virtual Address and RawsSize like this :

Created by Ashraf Cracker AshrafCracker@hotmail.com



B azic PE Header Infarmation
E ntruPaint: 0005:F 24 Subsysten: 000z J S ave |
Imagel ase: 00400000 NumberDfSections: 0003
Sizel0flmage: TimeDateStamp: 20425814 Sections |
BaseDiCode: 0001000 SizeOfHeaders 00000400 2| +| | Directories |
BazeOfD ata; Q0049000 Characternistics: a18E J FLC
Sectiondlignment: | 00001000 Checksum; 00000000 ? | Qmsc
Filedlignment; 000Q0200 Sizef0ptionalH eader; OOED -
Magic: 0108 NumOffvatndSizes: | 00000010 + | - | J”ﬂ
L

M arme WOfFzet WSize R Offzet RSize Flags

BSS OO05E 000 00000CE1 00059600 00000000 CO000000

Jidata Qo0sCo0o0 Qoo0Z1BC Q0059500 00002200 CO000040

Mz OO0SFO00 000000 Q00sEE00 00000000 CO000000

adata OO0s0000 00000018 Q00sEE00 00000200 BO000040

reloc Q00&7 000 Q000103 Qo05BAD0 Q000&200 A0000040

NE OO0S3000 00003400 Q00s1C00 OO00:3A00 50000040

Ashraf l 000001 00 Q00E5E00 000007100 E00000&D

+

Goto the RawOffset this :
Q00eS5CO(00 OO0 OO0 OO0 OO0 a0 OO o0 oo oo oo oo oo oo oo oo
Q00eS5D0 (00 OO0 00 OO0 00 o0 OO o0 oo oo oo oo oo oo oo oo
QO0RSSEO|(O0 OO OO OO OO0 OO0 00 o0 oo oo oo oo oo oo ao oo
QOO0eSSFO(0O0 OO OO OO0 OO0 o0 00 o0 oo oo oo oo oo oo ao oo
Q005600 (00 OO0 OO0 OO0 OO0 OO0 00 o0 oo oo oo oo oo oo oo oo
DDDESEID' oo 0o 0o oo oo oo oo o0 oo oo oo oo oo oo oo oo
QooeRS&Z0 |00 00 OO0 OO OO0 00 00 o0 OO0 o0 oo oo oo oo oo oo
Q00eS630 (00 OO0 OO0 OO0 OO0 OO0 OO0 o0 oo oo oo oo oo oo ao oo
Q00eS640 (00 OO0 OO OO OO OO0 OO0 OO0 OO0 o OO0 oo oo oo ao oo
Q00eS650(00 OO0 OO0 OO0 OO0 OO0 OO0 o0 oo oo oo oo oo oo oo oo

Add this values :
000RSRO0 (00 OO OO0 00 00 OO0 OO0 OO0 00 OO0 OO0 oo o0 o0 oo oo, ... oo e e
000e5A10|BE 84 BF 45 00 FF E0O 90 00 OO0 OO 00 00 OO0 OO0 OOf...E............

0oo&s&6z0|00 0O
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The previous values mean it :

MOV EAX, 00458F84

JMP EAX

Save it and convert the RawOffset to VA with this :

VA = RawOffset +(V.OffsetOfSection + R.OffsetOfSection) + ImageBase

VA =0046C010 and convert to RAV with this

RVA = VA - ImageBase

0006C010 = 0046C010 — 00400000 and put it in EP address like this :

( PEEditor |- dieducationiashrafidephittexampleexe W

Basic PE Header Information

EntryPoirt: Im
Imagel aze: Im
Size0flmage: Im
BazeOfCode: Im
BaseOfD ata: Im
Sectiondlignment: Im
Filedlignment: Im
h agic: IW

Subsysten:
MNumber0fS ections:
TimeD ateStamp:
Size0fHeaders:
Characteristics:

Checksum:

Size0f0 ptiohalH eader: 3

MurDfRvadndSizes:

ok,
s
|l ) e |

TDSC

[ ooooeoio | - | jﬁ
L

Load the program into ollydbg to see this message :

Entry Point’ Alert W

A

breakpoinks!

X

Maodule '4Example’ has entry point outside the code (as specified in the PE header).
Mawbe this File is self-extracting or self-modifying. Please keep it in mind when setting
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The pervious tell you the Entry Point it not in the section CODE but it

In another section anyway press OK to see this form :

Addre=ss |Hex dump Lizassewbly

E2 S848F4500 MOY E&X, 4Example. O0458F24
O04&C01E FFEO JHMP ER&
Oo4&C017 20 NOP
O04&C01s ulu]uln} ADD BYTE PTE D&: [EAX] AL
O04&C01A aooa ADD BYTE PTE DE: [EAX] AL
oo4&C01c aooa ADD EYTE PTER D&: [EAX] AL
O04&C01E aooa ADD» BYTE PTE D&: [EAX] AL
O04&C0z0 ulu]uln} ADD» BYTE PTE D&: [EAX] ,AL
O04&C0zZ2 aooa ADD BYTE PTE DE: [EAX] AL
O04&C0Z4 aooa ADD EYTE PTER D&: [EAX] AL
O04&C026 aooa ADD» BYTE PTE D&: [EAX] AL
oo4ECcozs aooo ADD BEYTE PTE D&: [EAX] AL
O04&C0ZA aoaa ADD BYTE PTER D&: [EAX] AL
Oo4&C0zZC aooa ADD BYTE PTER D&: [EAX] AL
O00458FS84=4Exanple O00453F54
EAX=00000000

Now we will talking about how to import a function from DLL.Import
Table contain of structure as IMAGE_IMPORT_DESCRIPTOR and
In this program we found 13 table and if we need to import a function
we will increase the number of tables to 14 and we will must execute

this steps to creating this values :

s

move the tables from the exist place to another place.

N
1

Change the value of directory to the new address.

w
1

Add the function which you want to add it.

Add the information which indicate to the new function to the

S
1

new import.

&

Change the EP to new EP which we add the instructions to it.

The real place of import table it :
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000595E0
000595F0
oo0s9e00
oons%e10
00059620
00059630
no0s9640
00059650
00059660
oo0s%e70
00059680
000596390
000596A0
000596k0
aons9eco
000596D0
Q00596ED
Qo0s9ekF0
oons9y0oo0

oo oo oo oo oo
00 00 00 00 0D

ao
oo

an
oo

oo oo
00 o0

oo
oo

an
oo

oo oo
00 00

oo
oo

an
oo

ao
oo

00 00 00 00 oo

ooJoo

ooJ 40

04 ¢1 05 oojon
20 CA 05 00 AC

ao
C1

oo
03

oo oo

0o

an

oo oo

0o

ao oo

gojoo

00 00 00 00 BB

CA

05

oo co

oo
C1

ao
o5

oo oo

oo

go oo

0o |oo

oo oo oo oa ao

00 AR

oo oo

oo

ao oo

oo oo oo oo oo

o

a0

oo oo

0o

an

00 EE

Ch

a5 oo

E0D 1 05 00f00
J& CH 05 00 F4

oo
Cl

oo
05

oo oo

oo

oo

oo oo

oo

uo oo

ooj oo

oo 00 00 00 7a

oo o4

oo

an

oo oo

oo

ao oo

oojoo

oo 0o oo oo oo

oo

oo

oo 64

CF

05

oo F4

Cz

g5 oo

oo oo 0o oo oo

oo

oo

oo oo

0o

oo

oo _E0

03

gs oo

FC 3 05 00f00

1E DE 05 00 30

ao

an

oo oo

ao

an

oo oo

ao

ao_aoa

gojoa

00 00 00 o0 54

DE

05

oo 88

Ch

o5

oo oo

oojon

oo oo oo oo ao

oo

oo

oo c4

DF

05

oo k4

0o
Ch

oo
05

oo
oo

oo oo 0o oo _ao

ao

an

oo oo

ao

an

oo oo

ao

ao_aoa

0o 00 00 ool 4E

C7

05

oo BB

C7

os

oo FE

C7

os oo

The previous tables we need to move it to another place nad you

don't find a place in this Section (.idata) to paste it so we will

create new section by using LORDPE as follows :

= LN TS TS T

Basic PE Header |nformation

M ame

I B 00007 000
ol DATA 00053000
BSS 0005E 000
Bl idata 0005C000
gl s O00SFO00
of rdata 0000000
reloc Q001000
Fll .rarc Qo0sS000
b agic: | 0108

Created by Ashraf Cracker

ROffzet

edit section header. .

hew edit section, .,

load section from disk, ..

save seckion to disk, .,

add section header
wipe seckion header

truncate at section skark
truncate at end of section

split
unsplit, .

lisk section header table. ..

RSize

001200
000000
002200
000000
000200
Do&200
003400

Flags

S|
Caaaoo4a
CO00a00a
Caaaoo4a
Caaaooaa
50000040

50000040

NN N N |

50000040

T+ 4 -1

!
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Section Header

k.
Name: - | Ok ]
Virtualdddress: | Qo0sCoao Cancel
irtalSize: | Q000 F4
R awffzet: | D0DOEREDND

RawSize: | 0D00O1F4
Flags: | EOODOCED | .. |

We add the size of section only and run the Hex Workshop to add

the size as follows :

Insert Bytes ]

" Hex
Mumber of bytes: 1500
+ Dec

Cancel

Fill with the fallowing hex bote: 1]

Bytez will be inzerted at current pozition

Copy the previous tables to this place :
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o00eS6D0
o00&SEED
o00&SEED
oo0eS700
o00eS5710
o00eS7Z0
o00e5730
o00e5740
o00e5750
o00eS760
o00e5770
oo0eS780
o00e5790
o00eS7AD
o00eS7ED
o00eS7CO
o00e57D0

oo
04
20
oo
oo
oo
ED
Ja
oo
oo
oo
FC
1E
oo
oo
oo
oo

oo
C1
CA
oo
oo
oo
C1
CB
oo
oo
oo
23
DE
oo
oo
oo
oo

oo
05
05
oo
oo
oo
05
05
oo
oo
oo
05
05
oo
oo
oo
oo

ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao

oo
oo
AC
BB
oo
oo
oo
Fd
i
oo
oo
oo
g0
34
oo
oo
oo

oo
oo
C1
CA
oo
oo
oo
C1
CB
oo
oo
oo
CE
DE
oo
oo
ao

oo
oo
os
os
oo
oo
oo
os
os
oo
oo
oo
os
os
oo
oo
oo

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

oo
oo
oo
o
Lk
oo
oo
oo
04
B4
oo
oo
oo
=h=]
4
oo
ao

= 000656D0 + ( 0006C000 — 00065600 )

= 000656D0 + 00006A00 = 0006C0ODON
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oo
oo
oo
o1
CA
oo
oo
oo
o2
CF
oo
oo
oo
CB
DF
oo
oo

oo
oo
oo
o5
o5
oo
oo
oo
o5
o5
oo
oo
oo
o5
o5
oo
|

ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
oo
ao

40
oo
oo
oo
oo
EE
oo
oo
oo
F4
EO
oo
oo
oo
E4
oo
oo

o7
oo
oo
oo
o1
CA
oo
oo
oo
oz
03
oo
oo
oo
CB
oo
oo

Change the valus of directory to the previous value as this form :

as
ao
ao
ao
as
as
ao
ao
ao
as
as
ao
ao
ao
as
ao
ao

Save the data and the address which we put this data is 000656D0

RVA = Raw Offset + (V.Offset of Section — R.Offset of Section )

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
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Directory Table ]

Directony |nformatian
R, Size ol
00000000 | 00000000 ... | L] H| EEiE

ExpartT able:
@' ImportT able: 0006C000 | 0000z16C | L H] IP—
Easic P Resource: 000&S000 | 00003400 Jﬂﬂ
|| Exception 00000000 | 00000000 | L | H| ok |
EntyPod | cocuiy: 00000000 | 00000000 ] ave |
ImageBd | Retocation 00061000 | 00006108 ||| L | H] _
Sizelfinl | pebug: 00000000 | 00000000 | L | H] s

T
!
[

BaseOfl| | Giobalptr: 00000000 | 00000000
Sectiond| | TisTable: 0oog0000 | oooooois | .| L H|
00000000 | 00000000 | L[ H|

Filedlign LoadConfig:

_g [}
@ |8
(1]

|
|
|
I
|
BaseDM | Copyright: | 00000000 | oooooo00 .| L H] BliTEs
|
|
|
|
|
|
|
|

Magic: | Boundimport 00000000 | 00000000 .| L H|
JAT: 00000000 | 00000000 H]
Delaylmport: 00000000 | 00000000 | L H|
COM: 00000000 | 00000000 .| L H|
Reserved: 00000000 | 00000000 H]

Run the program and you will the program run correctly after that add
the function by importing it form the file "Password.dll" therefore run
DIISniper and choose the file DLL to see that :
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& ol Sniperi(¥ersion 2.5 Finaly

DIl File |Pas=sword.dll Browse . . I

—Exported Functions

Hane bdddre== Crdinal Test Result

I mordiain | 10001020 gool

spply Dhangeal Verify | AhDutl Exit I

The function which we want to import in PasswordMain so goto the
last Function which found in .idata section and add the File Name and

the function as this form :

ooose710|00 00 49 6D &1 67 65 4C 69 73 74 5F 44 72 61 77|..Imagelist_Draw
0005B7z0 (00 00 00 00 49 6D 61 &7 65 4C 69 73 74 5F 47 653)....Imagelist_Ge
0005B730|74 42 6B 43 6F 6C 6F 72 00 00 00 00 49 6D 61 67 [tBkColor....Imay
0005B740 |65 4C B9 73 74 5F 53 B3 74 42 6B 43 6F 6C 6F 72 |elist_RSetBkColor
00o5B750 |00 00 00 00 49 6D 61 &7 BS 4C 69 73 74 5F 52 B5(....Imagelist_Re
000S5B760 |70 6C &1 63 65 49 B3 6F BE 00 00 00 49 BD 61 67 |placelcon...Imag
0005B770 |65 4C 69 73 74 5F 41 64 64 00 00 00 49 6D 61 67 |elist_Add...Imay
00058780 |65 4C B9 73 74 5F 47 B3 74 49 6D 61 67 65 43 bBF [elist_GetImageCo
00o05B790 |75 6E 74 00 00 00 49 6D 61 &7 65 4C 69 73 74 5F |unt...Imagelist_
000SB7A0 (44 65 73 74 72 6F 79 00 00 00 49 6D 61 67 65 4C|Destrov...Imagel
0005B7BO (RS 73 74 5F 43 72 65 61 74 65 00 00 00 00 00 00|ist_Create......
ooosB7CcO |50 61 73 73 77 BF Y2 64 2E 64 6C 6C 00 00 00 00 |Password.dll....
ooose7DO |00 00 50 61 73 73 ¥7 BF 72 64 4D 61 69 BE 00 00|..PasswordMain..
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as you see we write the File Name and leave tow zero because this

indicate to the function "Hint" and you must find this values :

RVA of dll Name = Raw Offset + (V.Offset of Section — R.Offset of Section )

RVA of Function Name = Raw Offset + (V.Offset of Section — R.Offset of Section )
RVA of dll Name = 0005B7C0 + 00002A00 = 0005E1CO0 (CO0 E1 05 00)
RVA of Function Name = 00005B7D0 + 00002A00 = 0005E1DO0 (D0 E1 05 00)

We will put the RVA odll Name under it directly as follows :

000SEYAO0 (44 65 73 74 72 &6F 79 00 00 00 49 6D 61 67 65 4C|Destroy...Imagel
000SB¥BO|(RY 73 74 SF 43 72 65 61 ¥4 65 00 00 OO0 00 OO0 0O0|ist_Create......
0o0sB¥CO(50 61 73 73 77 bF V2 B4 ZE B4 BC 6C 00 00 00 0OO0|Password.dll....
0o0sB¥DO(00 00 50 el 73 73 V7 BF 72 64 4D 61 &Y 6E 00 00|..PasswordMain..
OOOSEYEQ (DO E1 OS5 00 OO0 00 00 00 00 00 00 00 00 00 00 00 ... e nnennnn
OOOSEYFO (00 00 00 OO0 OO 00 00 00 00 00 00 00 00 00 00 00 ... enevnnennnn

Then we must find the RVA of IMAGE_THUNK_DATA lik this :0
RVA of image_thunk_data = 0005B7E0 + 00002A00 = 0005E1E0 (EO0 E1 05 00)

Then goto the new place of import table as follows :
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000e5eD0O (00 OO OO0 OO OO OO OO OO0 OO0 OO0 0o 0o 40 CF 0% 00
o00eSREO|(O4 C1 05 OO0 OO0 OO OO OO0 OO OO OO0 OO OO0 OO0 oo oo
000e5eFO (20 CA 05 00 AC C1 0% 00 OO0 OO OO0 OO OO OO0 oo oo
o00e5700 (00 OO0 OO0 OO0 ee CA O% 00 CO C1 05 00 OO0 OO0 o0 o0
o00e5710(00 OO0 OO0 OO OO0 OO OO0 00 &6 CA O3 OO DO C1 0% 00
o00e5720(00 OO0 OO0 OO OO OO OO0 00 OO0 Ooo 0o 00 EE CAa 0% 00
O00e5730(EO0 C1 05 00 OO0 OO OO 00 OO0 OO 00 00 o0 oo oo oo
o00e5740(32 CB 05 00 F4 C1 0% 00 OO0 OO 0O OO OO OO OO 0o
o00e5750 (00 OO0 OO0 OO0 Y& CB 0% 00 04 CZ 05 00 OO OO OO 00
O00eS760 (00 OO OO0 OO OO OO OO OO0 B4 CF 05 00 F4 CZ 0% 00
o00e5770(00 OO0 OO0 OO OO OO OO0 00 OO0 Ooo 0o 00 E0 D3 0% 00
o00e5780(FC C3 05 00 OO0 OO OO OO0 OO0 OO OO0 OO0 o0 oo oo oo
o00e5790(1E DE 05 00 80 Ce 0% 00 OO OO OO0 OO OO OO OO0 oo
O00e57A0 (00 OO OO0 OO0 34 DE 0% 00 88 Ce 05 00O OO OO OO OO0
000e57E0 (00 00 00 00 00 00 00 00 4 DF 05 00 E4 Ch 05 00
O00e57C0O00 OO0 00 OOf00 OO0 OO0 00§00 00 00 oojoo oo o0 o0
000657D0)00 00 00 00f00 OO0 OO0 00 OO0 OD 00 00 00 OO/ 00 00
o00eS7ED | OO0 oo oo o0 oo oo 0o o0 oo oo 0o oo oo oo
o00eS7F0O|00-00 00 00

RVA of image_thunk_data

RVA of dll Hame

Add this value :
000657C0 |00 00 00 00 00 00 OO0 OO 00 00 OO0 00 CO E1 05 00
000AS700|ED E1 OS5 00 00 00 00 OO0 OO0 OO0 OO0 OO0 00 00 00 00

Run the program to see it work correctly and if you Browse the
Properties in PEBrowsePro Program and goto the new section and

select this option :
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feEs

5l

-} Sections
8y CODE

DATA
BSS
.idata
B
.data

reloc

+

JTEIC

+ L Imports
+ =} Resource

Aghraf

[£5 DOS Header
File Header
Dptional Header

ﬁ File Image [ﬁ Durp Trport

Collapse
Favarites

Structure For Impork

You will see the new import like this :

Bl e e

(+0xF0)
(+0xF4)
(+0xF&)
{+0xFC)
(+0x100)
(+0x0000)

(+0x104)
(+0x108)
(+0x10C)
(+0x110)
(+0x114)

R N a g s e e ‘
Takle #13 (Password.dll):
TuportLoockupTahleRWA: Ox000aooan
TimeDat et amp: OzxOo00aooan
ForwarderChain: Ox000ooooo
NameRWi: O0x000EE1CO {(Password.dll)
ThunkTableRWA: OxO0005ELEQD
Thunk0l = 0x0005E1DO (54185, PasswordMain)
Table #l4: (Directory Delimiter)
TnportLoockupTableRWA: 0x00000000
TimeDateStanp: Oxo0aooooo
ForwarderChain : Ox00000000
NamePWA : Oxooaoooon
ThunkTableBWA - Ox00a00a0a0

Change the EP to the 0006C000 as follows :
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Basic PE Header Infarmation

] 4
EntryPaint: Im Subsystem: anoz J
ImageB ase: 00400000 MumberDfSections: 0003
Size0flmage; Q00ECTF4 Timel ateStamp: 28425819 Sections
BaseOfCads: 0000 ao0 SizeQfHeaders: 00000400 2 | + | T
BaselfData: Q0053000 Characteristics: E'IEEJ FLC
SectionAlignment: Im Checksum: 0oaa000a ﬂ —
Fil=flignment; 00000200 Size0f0ptionalH eader; 0oED
b agic: W MumOfR vatndSizes: IMjJ ;ﬂ

If you notice you will see the value 0006C000 she the start of new
section but in the memory and this we need it and if you want to see
that run PEID to see that :

File: | C:\Documents and Settings\Ashraf Cracker|My Docurments!Example., e m
Entrypoint: | OO0&C000 EF Seckion: | Ashraf
File Offset: | ODOGSE00 First Bytes: |00,00,00,00
Linker Info: | 2,25 Subsystem: | win3z GUI
IPaly w0.5 *

[ rultiscan | | Taskwiewsr | | options | | about | | Exit |
[#] Skay on top

Now we will need to become the new function correct successfully

and the new function call it with this instruction :
CALL DWORD PTR [xxxxxxX]
xxxxX it RVA of IMAGE_THUNK_ DATA + ImageBase like this :

0005E1EOQ + 00400000 = 0045E1EO
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Run OllyDbg and add this instruction :

aodscoan FF15 EOE14500 |CALL DWORD PTER D3: [=4aPassword. PasswordMd Password. PasswordMain
o04eco0es aaao ADD BYTE PTE DS: [EAX] , AL
oo4scons aooo ADD EYTE PTR DS: [EAX] AL
O04sCO0A oooo ADD BYTE PTE DS: [EAX] ,AL
oodscooc oooo ADD BYTE PTR DS: [EAX] ,AL
004&CO0E aaao ADD EBEYTE PTR DS: [EAX] AL
o04&Ccola aaao ADT BYTE PTE D8: [EAX] AL
o04sC0lz oooo ADD BYTE PTE DS: [EAX] ,AL
O04sCOol4 oooo ADD BYTE PTR DS: [EAX] ,AL

As you see in the previous form the name of function show beside it

and add this instruction also :
MOV EAX , 00458F84
JMP EAX

And the final form will become as such :

FF1S5 EQEl14500 |CALL DWORDR PTE DS: [<4aPassword. PasswordM{ Password. PasswordMain
004&C00e EZ 248F4500 MOV EAX,00452F54

004&CO0E FFEO JHMP EAX

004eCcO0n aooo ADD BYTE PTR DE: [EiX] AL
004&C0O0F aooo ADD BYTE PTR DE: [EAX] AL
AnASEAT annn ATVT DWTT TITT Ti- [TAWI AT

Run the program to see the function work correctly as follows :

eck Passuor X

Enter Passwiord

@ I\

Congratulation , you import a function successfully and | leave you to

knowing the password.
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